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BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 
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Licensing and Purchasing) 
Processing Overview J 

1 



Customer downloads 
virtual store WEB page 
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-401 



Customer requests 
merchandise 



Virtual Store downloads the 
download file, installs and 
executes boot program 



Boot program reads 
component list and causes 
download of components 



Boot program starts 
processing the content file 



i 



Incorporated licensing 
code automatically 
executes (SAFE.dll) 
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Request ELC from Licensing 
and Purchasing Broker & 
execute L&P Broker 
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Obtain method ot payment 
and authorize via payment 
processing 
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Generate ELC and send 
to customer 
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Continue content 
file execution 
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Fig 4 
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SAFEmaker 



Utility j 



Incorporates licensing and 
security code into content 



Produce Encrypted 
Content file(s) 



I 



Produce encrypted DCS 
Security Into File(s) 



Create components list 
file and download file 



Store Download File on 
Virtual Store 



Store other components 
on content supplier server 



Update PASSGEN database 
with merchandise info 



c 



Return 



j 



Fig. 6 
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SAFEboot.exe ) 
(Boot program) J 



I 



Read component list to 
determine components to 
download 



Select next component 
starting with one last read 



Yes 




Obtain component & store 
as indicated 



Determine message digest 
of downloaded component 



i 



Compare determined message 
digest w/ stored digest 




Set last read to current 
component 
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Process component 
according to tag 



Fig. 8 
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SAFE.dll 
(DLL Main ( ) 
)de 



& sec urity co de) 



Yes 




Load Ull & obtain 
purchasing option 
from customer 



Send "Try" request 
to licensing broker 




Send other 
appropriate request 
to licensing broker 
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Receive 
valid ELC 
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Decrypt and 
Execute Content 



c 



Return 



906 



Send "Buy" request 
to licensing broker 



Fig. 9 
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Valid ELC Available? 



D 



Decode ELC to obtain 
license parameters 



Test computer attributes 
to determine conditions 



Return 
"involid license" J 




1101 



1102 



t 

Return 
valid license' 



Fig. 11 
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Licensing and 

Purchasing 
Broker (Server) 



1201 




"Try" request ^ , ^ es 
received? 




Inform licensing 
code of payment 
authorization 



Lookup password 
generation data in 
PASSGEN database 

* : 



Generate ELC based 
upon password info 



Yes 


Obtain credit card 
or P.O. information 








Obtain payment 
authorization from 
payment processor 






Charge customer 
and credit supplier 
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1203 



1204 



1205 



1207 



■1208 
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Send ELC back to 
licensing code 



c 



Return 



1 



(and verify 
customer's 
purchase desires) 



Fig. 12 
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Licensing and 
Purchasing Broker 



Select each item starting 
with first item 




Determine whether item 
ESO or non-ESO item 




2106 



Determine distributor into 
from non-ESO table 



I 



Get pre-authorization 
for payment 
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done 



-2103 



2105 

Z 



Execute acc. to 
steps of Figure 12 
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Send purchase order 
to distributor 



Return results of 
authorization attempt 
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Fig. 21 



